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Chapter 1. Introduction

Located at the heart of all European Data centre hubs, in the Netherlands, our Power Distribution Units have been

manufactured since 2008 using local components. Schieifenbauer®s mission is to provide reliable and easy to
control power distribution. We focus on refining and perfecting PDUs to meet demands of todayOs Data centres,
industrial facilities and any environment where reliable power distribution is critical.

Our latest innovation, PDU 5.0, embodies our commitment to excellence. Developed in collaboration with over 40
data center operators, it sets a new standard in PDU design. EnerTree is our software for PDU 5.0. EnerTree Lite is
available as embedded software on a Controller module PDU. The EnerTree products provide energy monitoring
and control for Schleifenbauer PDU 5.0 products. The EnerTree user interface has been designed from the
beginning to be easy to use.

Distributed monitoring and control systems have often been demonstrated to provide a better, more intelligent
and more flexible way to collect and manage large amounts of data provided by current energy and sensor
sources. These distributed monitoring and control systems analyse and display data from associated parts of the
Data centre.

For Data centres preferring a traditional approach, the combination of a PDU with a Controller module provides a
built-in solution where PDU intelligence, APIs and the web interface are embedded directly into the module. This
combination runs the EnerTree Lite version of the EnerTree software. The PDU communicates using the Gigabit
ethernet port and integrate directly with (existing) DCIMS and power management solutions in Data centres
through a variety of interfaces.

The Daisychain module PDU enables easy expansion of the network via the Databus connections of a Controller
module PDU. In a Databus ring configuration of up to 100 PDUs total, only one Controller module PDU is required
to communicate, which saves up on IP address space.

With PDU 5.0, Schleifenbauer provides a high quality and modular answer to the vast variety in project
requirements and designs.

1.1. Disclaimer

While we strive to provide accurate and up-to-date information in this manual, please be aware that there may be
an occasional error or inconsistency in the text or the descriptions.
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Chapter 2. Overview

EnerTree is our Power Monitoring software for PDU 5.0. EnerTree Lite is installed as embedded software on a

Controller module PDU.

Overview

Feature
Maximum number of PDUs in system

Maximum number of Databus rings supported

Maximum number of PDUs in one ring (single IP

address)

Measurements refresh rate

Auto discovery of new added Databus PDUs

EnerTree Lite
100

1

100

Once/5s

Yes

Aggregation of measurements on room/row/rack levelYes

Supports Schleifenbauer generation 2 and 3 devices No

Multiple roles and permissions

Configurable thresholds for all measurements

(warnings/alerts)

Dashboarding

Creation of reports

Scheduling of reports

Export of data to files or database
Logging and auditing

Back-up (configuration, log files)
Updating

PDU Communication module Compatibility
Type of software

Installation

Scalability

DCIM integration

Supported protocols

Security protocols

User management
Control and alerts

Threshold type

Alert notification

Yes

Yes

Basic

Basic

No

Yes

Basic

Yes

Yes

Controller module

Embedded software on Controller module
Embedded software on Controller module

Supports up to 100 PDUs and is limited to the
capabilities of the Controller module hardware

Standard integration

HTTP/HTTPS, REST API, Modbus, Redfish, SNMP V2C &

V3 (including traps), SMTP, NTP, LDAP, SSH

Strong password config, user & role management,
Active Directory, LDAP/S integration, SSL/TLS 1.3,
HTTPS

Customizable roles, permissions and group
management

Configurable thresholds for all measurements on PDU
and room/row/rack level

Fourfold: critical and warning thresholds, and upper
and lower thresholds can be set across all PDUs /
branches / outputs / inputs possible through an
innovative rule-setting system, also configurable from
system-wide to Data centre element level.

Optional E-mail dispatch of alerts or notifications
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Feature
Real-time monitoring

Inputs, branches and outlets measurements

Data dashboarding
Data logging and reporting

PDU Monitoring and management

Environmental monitoring
Backup options
Updating functionality

Report creation

Scheduled reports

Data insight

EnerTree Lite
All PDU measurement values

Voltage, voltage dip and peak, current, current peak,
neutral current, watts, apparant power, reactive power,
energy, apparant energy, residual current, total
harmonic distortion, crest factor, frequency, power
factor

Basic
Basic

PDU 5.0 (Controller module) PDU plus up to 100
(Daisychain module) PDUs on the Databus

Supports sensors for temperature, humidity
Configuration, log files
Yes

Reporting of all measured values in tabular and
graphical form, optionally available as an Excel
download.

No

Overviews with data of multiple PDUs, rooms, rows,
racks, and also detailed views of PDU or inlet / branch &
outlet specific measurements.
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Chapter 3. Installation

EnerTree

Figure 1. EnerTree

3.1. EnerTree Lite

First check which module is attached to your PDU and if there is a DHCP server available on the network. Then
follow the steps for configuration with or without DHCP server availability.

3.1.1. Controller module PDU without DHCP server availability

1. Connect the PDU with the Controller module to a LAN network.

2. The PDU can be reached using http://pdu5-[serial_number].local (e.g. http://pdu5-119411.local) using Link-
Local address autoconfiguration and mDNS. This is supported by all operating systems such as Windows and
Linux.

3. Login to the web interface on the browser with default login credentials (admin, admin).

4. To change the IP address of a Controller module to a static address, go to the general EnerTree settings and
click on Network ETHO. Set DHCP to off to start using a static IP address. Fill in the IPv4 address and a subnet
prefix length. Save the changes and wait until the changes are processed.

5. Create a Data centre structure (room, row, rack) in EnerTree (see chapter 'Data centre structure'), navigate to
a rack and assign PDU(s) to the rack.

The active IPv4 address (will be a Local Link Address) can also be obtained by scanning the
Controller module with the PDU Display App. Download and install the PDU Display app. Scan
the PDU and retrieve the active IPv4 address to connect to the PDU.



O

3.1.2. Controller module PDU with DHCP server availability

1. Connect the PDU with the Controller module to a LAN network.

2. When the IP address is known, access the EnerTree Lite software of the PDU by entering the IP address
assigned by DHCP in a browser.

3. If the IP address is not yet known, the PDU can be reached using http://pdu5-[serial_number].local (e.g.
http://pdu5-119411.local).

4. Login to the web interface on the browser with default login credentials (admin, admin).

5. To change the IP address of a Controller module to a static address, go to the general EnerTree settings and
click on Network ETHO. Set DHCP to off to start using a static IP address. Fill in the IPv4 address and a subnet
prefix length. Save the changes and wait until the changes are processed.

6. Create a Data centre structure (room, row, rack) in EnerTree (see chapter 'Data centre structure'), navigate to
a rack and assign PDU(s) to the rack.

The active IPv4 address negotiated by DHCP can also be obtained by scanning the Controller
module with the PDU Display App. Download and install the PDU Display app. Scan the PDU
and retrieve the active IPv4 address to connect to the PDU.

3.2. Daisychain module PDU

A PDU with a Daisychain module can be connected to the databus of a Controller module PDU via standard
network (UTP5) cables. We always recommend to connect Daisy-Chain PDUs on the databus in a closed ring
situation, with both databus cabled connected. This improves performance and speed and creates a redundant
communication line. The device will automatically become visible in the device list of EnerTree via the Controller
module PDU once connected. Now the Daisychain module can be assigned to a rack in EnerTree.

3.3. Software updates

EnerTree can be updated to the latest version using raucb files, which can be downloaded from
https://www.schleifenbauer.eukn/enertree-dcem/ Make sure to download the correct update file for EnerTree
Lite. To update EnerTree, go to the Settings ! General. In the 'System update or license install' section you can
select the update file there. When the raucb file is selected press the 'Start Installation' button. Now the update
will start, the update progress is displayed on the progress bar. EnerTree will reboot after the installation. After a
few minutes the update will be completed.

For updating multiple Controller module PDUs, update functionality is added to the REST API. Users can make
automated update scripts without installing specific tools and update hundreds of Controller module PDUs within
seconds with just a single command. Detailed information can be found in the REST APl documentation.


https://www.schleifenbauer.eu/en/enertree-dcem/
https://www.schleifenbauer.eu/en/enertree-dcem/
https://www.schleifenbauer.eu/en/enertree-dcem/
https://www.schleifenbauer.eu/en/enertree-dcem/
https://www.schleifenbauer.eu/en/enertree-dcem/
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Chapter 4. First use
4.1. First start

To start using EnerTree, power up a PDU with a Controller module. The login page is displayed whenever a new
user connects to EnerTree via a browser. At the first start there is only one account (the administrator account).
More accounts can be created by the administrator, each account can be assigned a role.

The administrator can login with user name OadminO and password OadminO during the first
login. We strongly advise to change the password after the first time login.

A

Enertree 5.52.2 Login

Please enter the login credentials you received. In case of
problems please contact your administrator.

Username

name@company.com

Password

Log me out automatically after a while

Figure 2. Login

4.2. Initial configuration

On the initial configuration, please open the settings page and validate / set the settings in EnerTree accordingly.
The Data centre structure can be set up, and Databus PDUs will be added automatically to the system.

As for certificates to function correctly and to prevent serious issues in the future, it is of vital
" importance that the time of EnerTree is set via an NTP server or manually synchronized. This
can be done by logging in to the web interface of EnerTree.

1. Go to settings and open the general settings, the date and time settings can be set here.

2. There are two options; set the date and time using an NTP server or set the time from the browser. Make sure
the time is correct and the settings are saved after modifying them.

| Changing the time during operation should be avoided, time should be set on the first start,
. doing this at a later point in time can result in gaps in the history database and graphs.
6



O

Chapter 5. Configuration

To open the application settings, click on Settings menu option.

5.1. General settings

The main application settings for EnerTree.

Figure 3. General settings

Administrators can select the language for EnerTree, which will affect all aspects of the application. Click OApplyO
to apply the new language. Many devices ship with invalid self-signed certificates, EnerTree provides an option to
accept all SSL certificates when connecting to devices. It only makes sense to ignore these errors if valid
certificates have been installed on all devices.

For technical support, there is the option to enable remote management, which allows secure remote
management access from the manufacturer. Also the application can restart automatically on crashes or hangs.
Note that a restart can take some time if you have a large database.

5.1.1. System support

The system support section provides maintenance tasks for EnerTree. Information such as the current version of
EnerTree with major, minor and patch version parameters can be viewed by the user.

An administrator can fully restart EnerTree, it will shut down and restart the complete operating system (warm
restart). No data will be lost. Also there is the option to power off, it will shut down and power off. It is safe to
remove power afterwards.

When required, the software can be reset to the factory settings. This resets the EnerTree database, deleting all
data and configuration. Does not reset the configuration of connected devices. Warning: this can not be undone.

EnerTree updates can be installed. The update file will be provided by Schleifenbauer, and can only be installed
on a EnerTree system. When the Oselect fileO button is clicked, the update file on the local file system must be
selected. Make sure to select the correct update file for the correct EnerTree version. It will then be uploaded to
EnerTree. After the upload process has completed, the software will update and restart, and this can take several
minutes. After the update has completed, a new login will be required.

A copy of the EnerTree logs can be downloaded for further analysis. In the event of issues
during EnerTree operation, it can be helpful to have additional information to help the
analysis. The internal log files will be collected and uploaded to the download directory on the
management system.
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5.2. Web access

Access to EnerTree is mainly done via a HTTP, or HTTPS connection from a browser. The default setup permits
HTTP, but EnerTree can also be set up for secure HTTPS connections. The default certificate supplied with

EnerTree is self-signed. Browsers may sometimes display warnings that the user can choose to ignore in order to

continue using EnerTree. This certificate can however be replaced by a user defined certificate and key.

Web Access

Connection Settings Automatic Logout

Configure essential security and connection parameters for your system. This section includes options for 5

managing automatic session timeouts and securing communication through encryption.

The session will be closed if no activity is detected for this interval (minutes).

Web Server encryption

Only non-encrypted (http)

Encryption Key Encryption certificate & key
Upload  file containing acertificate and private key to use for the encrypted web server. A default certificate
will otherwise be used, which will not always be accepted by browsers. The file can be uploaded as Java Key
store. or combined certificate + private key as PEM encoded DER. Please see the manual for more
information.

Choose File No file chosen

Optional password for key
If the key you uploaded needs a passphrase to be decrypted. please add this here

You don't have permission to change the certificate

Figure 4. Web access

The Web Server encryption has multiple configuration options such as a non-secure Web Server. When disabled,
the port 80 access (unsecure) will be blocked and redirected to the HTTPS (port 443). This effectively removes the
possibility to access EnerTree via an unsecured connection.

Another option is to use the encryption certificate & key, which means a valid certificate with its private key can

be pasted into the field (this is normally a PEM file). The file must contain both the certificate and the private key
are necessary to provide a secure TLS connection. Both parts should be concatenated into one file. If the
certificate is invalid or the key is missing, then EnerTree will return to using the default unsigned factory

certificate. EnerTree will require a restart before the new certificate will be activated. If the private key is

protected with a password, then the password must be entered in the designated field.

The Prometheus endpoint is used to expose monitoring metrics so Prometheus can collect them. The endpoint is
read-only and intended for monitoring systems, not for controlling EnerTree. Because the metrics may reveal
internal system details, there is the option to disable the endpoint. The Redfish APl can also be enabled or
disabled in this menu.

The browser wants to connect to the CA, but if it is in a closed network, it cannot go to an

| external CA for verification. By adding your own certificates, the system can be given a trusted
- certificate.

Certificates have a maximum lifetime. When the certificate expiry date is reached the HTTPS
| connection will stop working so make sure the certificate does not expire, because no more
. (secure) access will be possible. At the next EnerTree restart the standard HTTP setting will be

used, and the certificate can be replaced.



5.3. Network

The Network setting page provides the current network status information and IPv4/IPv6 connection
configuration for one or more specific network interface(s) available in EnerTree. To set a static configuration:

1. Set DHCP to off.

2. Put in the IP address.

3. Put in the correct subnet prefix length.

4. If required: set the gateway address and the DNS values.

5. Save the configuration, wait until the changes are processed. The interface is now reachable on the new static
IP address.

IPv6 has additional settings such as IPv6 RA. When enabled, EnerTree will attempt to retrieve a valid IPv6 address
and default route through Router Advertisements. Note: Is not capable of retrieving DNS server information
without an existing DHCPvV6 server.

Enabling Local Link Addressing, EnerTree will automatically generate an IPv6 address based on the MAC address
of the interface used for local communication. Additionally LLA fallback can be enabled, which assigns a static
IPv6 if IPv6 LLA fails.

5.4. Syslog

EnerTree is able to export notifications to an external Syslog server of choice. When using the Syslog client, data is
sent via BSD Syslog UDP/TCP. The external server should confirm to the RFC 5424 standard. This function is
disabled by default, and will need to be activated with the Oenable Syslog clientO button. Any changes made to
the settings need to be saved by clicking the OApplyO button.

Syslog support

Syslog client Enable Syslog client

Enable the service to send notifications, and alarms to a remote Syslog server.
Using the Syslog client the service can send audit logs and alarms to a remote Syslog server. Data

is sent via BSD syslog UDP or TCP.
Server Address
syslog.example.com
1P address of the remote Syslog server that will receive the messages.
Server Port (Default=0)
0

Port on the remote Syslog server.

Protocol

Figure 5. Syslog

The TCP IP name / address and port of the target Syslog server must be added when Syslog is to be used. If the
remote Syslog server will be using the default port number, this field can keep the default value of 0. If this is not
the case, please enter the correct value. The remote system manager can specify to which facility the Syslog
entries from this EnerTree appear. Administrators are able to select which notifications are exported. Notification
messages have a severity level, these severity levels can be used to filter which messages are exported through
Syslog.
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5.5. SNMP agent

A SNMP agent can be queried via the SNMP protocol by SNMP clients. Remote SNMP browsers can access
EnerTree devices, optionally using the EnerTree generic MIB file.

The SNMP agent is disabled by default, but can be enabled by the administrator, enabling the service to which a
remote SNMP manager can poll for device data. Port 161 is the default port setting, as most SNMP devices are
using the standard SNMP port. The MIB file for this agent is available for download from EnerTree. Data from all
connected devices is included in the SNMP data. Any changes need to be committed by clicking the OApplyO
button.

Base SNMP Functionality for all Enertree MIBs.

SNMP Agent Activate
Enable the SNMP agent. Remote SNMP browsers can then access devices using the Enertree generic (@)

A SNMP agent is a system that can be queried via SNMP by SNMP clients. s

Allow SNMP SET Comman ds
Enable SET commands via SNMP.

Agent Port
1161

Port number that will be used for SNMP. The port 161 is used when the field is empty.

SNMP Version

SNMP V2C only

System description Contact

System description info that can be read via the RFC1213 MIB-2 OIDs
Sets the content for the MIB-2 field “Contact’
Name
Enertree platform demo.
Sets the content for the MIB-2 field "Name*
Location

Hertogenbosch

Sets the content for the MIB-2 field “Location’

Figure 6. SNMP Agent & System Description

The SNMP agent can be enabled or disabled by the administrator, in addition, allowing SET commands via SNMP
can also be enabled or disabled. For the SNMP agent to function correctly, a specific port number designated for
SNMP could be set, but in most cases the default value can be kept (port 161 is used when the field is empty).
Additionally the SNMP version should be specified, with the options V2C Only / V3 Only / V2C and V3 available.

The system description contains settings for the MIB-2 fields 'Contact’, 'Name' and 'Location'.

10



SNMP V2C Communi ty (V2C only)
publi
The community field for SNMP V2C
SNMP V3 User (V3 only)
SNMP V3 user. This must be defined for V3.
Authentication Protocal (V3 only)
MD5
Authentication passphrase (V3 only)
SNMP V3 authentication passphrase. Only needed when enabled.
Privacy protocol (V3 only)
DES
Privacy passphrase (V3 only)
Passphrase to use for encryption of SNMPv3 data. Only needed when enabled.
SNMP TRAP Allow SNMP TRAPS

Enable sending a TRAP for Enertree generic MIB functions.

Trap Address

The IP address of the SNMP trap server that will receive the traps.

Figure 7. SNMP V2C / SNMP V3 / SNMP TRAP

SNMP V2C uses a community read and write password, which should be set if SNMP V2C is to be used. If SNMP V
is to be used, more fields require setup. For example the user must be defined. Also the correct authentication
protocol such as MD5 and the authentication passphrase is needed when enabled. Additionally the privacy
protocol (e.g. DES) and privacy passphrase to use for encryption of SNMPv3 data should be added.

EnerTree supports SNMP TRAPs which enables sending TRAPs for EnerTree generic MIB functions. The TRAF
address can be specified, which is the IP address of the SNMP trap server that will receive the TRAPs. The format
needs to be: 'IP:Port. When SNMPV3 traps are to be used, in addition to the authentication and privacy login data
the engine id must be obtained and used by the client.

5.6. Modbus server

Activate the Modbus TCP server to allow Modbus clients to connect and read data. Please ensure that no
unauthorized access over the network is possible, since Modbus is inherently insecure, unencrypted and without
any access control. Optional: allow Modbus clients to write values to device registers (e.g., outlet control,

naming). This configuration option is disabled by default. The Modbus register list can be downloaded from our

website.

5.7. E-malil services

EnerTree can send notifications by E-mail to a list of recipients via an external SMTP E-mail server. This function is
disabled as default, but can be enabled. To minimize the number of Emails sent out, a ODelay TimerO can be
defined to collect multiple notifications and send them in one Email. High severity level notifications can,
however, be set to be sent immediately. Any changes need to be committed by clicking the OApplyO button. When
using an internal distribution mailbox (which has no authentication to send mail), the authentication type can be

set to 'None' which means that no user or password is required and a connection without authentication
becomes possible.

11



Activate
Enable the service to relay notifications via email.

Server Address*

The hostname of the e-mail server that should relay the e-mails

Server Port

587 -

The e-mail server port to relay the e-mails. Defaults to port 587.

Authentication Username

Username for the e-mail server to be allowed to relay emails.

Authentication Password

User password for the e-mail server to be allowed to relay e-mails.

Encryption TLS

Enable TLS encryption for the data to the Email server. (The Server must suppert this function.)

E-mail Subject
Enertree Platform notification message

This text will be placed as subject in the e-mails.

E-mail Sender
mgmt@example.com

The e-mails will be sent from this e-mail address. The e-mail server must be setup to parse e-mails from this
user.

E-mail Recipients
admin@example.com

The e-mails will be sent to this e-mail addresses. You can specify more than one recipient by separating them
with commas (e. g. "userT@mail.com,user2@mail.com”)

Figure 8. E-mail services

Enable the e-mail service to relay notifications via email. This requires the hostname and port of the e-mail server
that should relay the e-mails. The port default is 587. Probably the e-mail server requires a username and
password for the e-mail server to be allowed to relay emails. If the server supported this, TLS encryption for the
data to the Email server can be enabled.

The mail addressing can be tweaked by setting the subject value, which will be placed as subject in the e-mails. A
sender address can be supplied, e-mails will be sent from this e-mail address. The e-mail server must be setup to
parse e-mails from this user. Also, multiple recipients can be supplied: The e-mails will be sent to this e-mail
addresses. Administrators can specify more than one recipient by separating them with commas (e. g.
"userl@mail.comuser2@mail.cort).

12
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E-mail Text Start

Notification message from Enertree Platform

4
Text that will be placed before the first notification text.
E-mail Text End
This message was automatically generated and sent by Enertree Platform
4
Text that will be included in the e-mail at the end after the notifications.
Minimum Severity Level
Warning v
Delay Timer
1 minute -
Immediate Delivery Min. Severity Level
Error e

Figure 9. E-mail services

The mail template can be tweaked by setting the text start that will be placed before the first notification text. The
end text can also be set, the end text will be included in the e-mail at the end after the notifications.
Administrators can set options such as the minimum severity level threshold for sending e-mails; info, log,
warning (default) or error. There is also a delay used for sending e-mails (1 min, 5 min, 15 min, 30 min, 1 hour) and
the minimum severity level for which an e-mail will be send instantly can be set.

5.8. Audit log

These settings are for controlling the audit log.

Audit Log settings

Days to store info notifications
5

How many days to store notifications of severity info. Set to 0 (zero) to never delete info notifications.

Days to store open warning notifications
5

How many days to store notifications of severity warning that have not been marked a5 closed. Set to 0
(zero) to never delete open waming notifications.

Days to store open error notifications
5

How many days to store netifications of severity error that have not been marked as closed. Set to 0 (zero} to
never delete open error notifications.

Days to store closed warning natifications
5

How many days to store notifications of severity warning that have been marked as closed. Set to 0 (zero) to
never delete closed warning notifications.

Days to store closed error notifications
5

How many days to store notifications of severity error that have been marked as closed. Set to 0 (zero) to
never delete closed error notifications.

Figure 10. Audit log
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In the audit log, there is the ability to set how many days to store notifications of severity info. Set to 0 (zero) to
never delete info notifications (default = 5). This can also be done for a severity warning that have not been
marked as closed. Set to 0 (zero) to never delete open warning notifications (default = 5). Open error notifications
can be stored, choose how many days to store naotifications of severity error that have not been marked as closed.
Set to 0 (zero) to never delete open error naotifications (default = 5). The same can be done for severity warnings
that have been marked as closed. and notifications of severity error that have been marked as closed.

5.9. Authentication (user role management)

EnerTree users can be added and removed. Roles can be assigned to users. They are allowed different access
rights depending on their login attributes. These range from full rights to minimal read-only access. Users with the
necessary roles can modify device and port names, switch ports and set rules and threshold values.

Role Access rights

admin Read/write access to all EnerTree functions. A user with
this role has read and write access to any EnerTree
device or port.

readonly Read only access to all device data. A user with this role
has only read access to all devices and ports. The user
cannot change any parameters, or switch any ports.

power Read only access plus PDU switching. A user with this
role can read any data from any device or port, and can
also switch outlet ports.

readwrite Read only access plus device setup. A user with this role
can read any data from any device or port, and can also
write new data to any device, or port - other than the
switch ports.

poweron Read only access. Devices can be powered on. A user
with this role can read any data from any device or
port, and can also switch outlet ports on.

poweroff Read only access. Devices can be powered off. A user
with this role can read any data from any device or
port, and can also switch outlet ports off.

There are three actions defined per user: assign roles, edit roles and delete roles.

Roles can be assigned to a local user:

Edit roles for SSO user/group settings
Assigned roles
readwrite

Available roles

Select...

Save changes Cancel

Figure 11. Assign roles

Existing user data can be edited:

14



Edit local user
User details
Login name

readwrite
Password

Password

Password too short

Repeat Password

Repeat Password

Save changes Cancel

New local users can be added to the system:

Figure 12. Edit user

Add local user
User details
Login name

Login name

Login name cannot be empty.

Password

Password

Password too short

Repeat Password

Repeat Password

Assign roles Cancel

Figure 13. Add user
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5.10. LDAP / Active directory

LDAP / Active Directory allows setting up a connection between the system and an LDAP or Active Directory server
for authentication and user management.

Section allows setting up a connection between the system and an LDAP or Active Directory server for LDAP URL

authentication and user management.
Please enter the LDAP URL, typically Idap://IP or Idaps://IP (for encrypted LDAP / Active Directory)

Look up usemame to bind to

If the bind DN is different than the login usemame, this template can be used to look up the bind DN
through a query involving the username. This is optional.

LDAP attribute for username
userPrincipalName

LDAP attribute for username

LDAP Search base

This is the base DN that a search for a user will start in. Optional

LDAP Group search base

This is the base DN that a search for a group will start in. Optiona

LDAP Group class
Group

The class of group objects in the LDAP directory. Typically posixGroup for LDAP and Group for Active
Directory. Optional

LDAP User object class

The class of user objects in the LDAP directory. Typically posixAccount for LDAP and User for Active
Directory. Optional

LDAP Bind DN

The LDAP Bind DN is the user th
LDAP directory. If left empty an a

rch the LDAP directory. This user must have read access to the
is bind will be done.

LDAP Bind password

The LDAP Bind password for the user that can search the LDAP directory.

Figure 14. LDAP / Active directory

The LDAP URL can be entered, typically Idap://IP or Idaps://IP (for encrypted LDAP / Active Directory). For Active
Directory it is recommended to use port 3269 for encrypted LDAP. If you use a self-signed certificate, please make
sure to import it into the EnerTree TLS Certificates settings. The LDAP Bind DN and password is the user that can
search the LDAP directory. This user must have read access to the LDAP directory. If left empty an anonymous
bind will be done.

The administrator can configure how the username is mapped from the data returned by LDAP to the username
within EnerTree. If the bind DN is different than the login username, the template can be used to look up the bind
DN through a query involving the username. Typically required by LDAP but not by Active Directory. Example:
(uid={0}). This is optional. The LDAP attribute of search responses will be used to determine the username.
Typically set to cn. Cannot be used with a DN lookup template.

There are multiple (optional) settings such as the search base, which is the base DN that a search for a user will
start in. Also the group search base, which is the base DN that a search for a group will start in. The group class of
group objects in the LDAP directory can be set, this is typically posixGroup for LDAP and Group for Active
Directory. Another optional setting is the class of user objects in the LDAP directory, typically posixAccount for
LDAP and User for Active Directory. The LDAP Bind DN is the user that can search the LDAP directory. This user
must have read access to the LDAP directory. If left empty an anonymous bind will be done. The LDAP Bind
password is the password for the user that can search the LDAP directory.
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5.11. CLI

This menu provides configuration options for the SSH CLI service which allows command line access to the
system. The TCP port of the SSH server can be set. Defaults to port 22 (or 2022 for non-root installations). Also the
hostname or IP address of the SSH server can be provided. If left empty or set to 0.0.0.0, the server will listen on all
interfaces.

5.12. TLS Certificates

Multiple TLS certificates can be added to the system.

Figure 15. TLS certificates

It is possible to add certificates by dropping supported *.pem, *.crt or *.cer files. A usage restriction can be
applied; unrestricted, LDAP connection or device access. A certificate text with PEM content only can be pasted in
manually.

Additionally there is the option to add a certificate plus a key manually or via a file upload. Optionally a
passphrase can be entered if the private key is encrypted. Supported formats:

¥ PEM: Text-based format for certificates and keys
¥ PKCS#12 (.pfx, .p12): Binary format containing certificate and private key

¥ DER: Binary format for certificates

5.13. RADIUS

The RADIUS configuration page contains basic settings needed for the connection between the system and a
RADIUS server for authentication. Additionally the protocol and the role attribute mapping can be set.

RADIUS

Basic RADIUS settings Enable RADIUS
Enable RADIUS suthentication. When enabled, users can authenticate against a RADIUS server in

B i ded for the tion bety th s d 3 RADIUS fi ithentication.
asic settings needed for the connection between the system and a server for authentication. addition o local and LDAP authentication,

RADIUS Server

The hostname or IP address of the RADIUS server.

RADIUS Port
1812

The port of the RADIUS server. The default port is 1812.

RADIUS Shared Secret

The shared secret for authenticating with the RADIUS server.

Advanced RADIUS settings NAS Identifier

Configure the RADIUS protocol and role attribute mapping.
The Network Access Server identifier sent in RADIUS requests, Optional.

RADIUS Protocol

uop

Figure 16. RADIUS

The RADIUS authentication can be enabled, the hostname or IP address, and the port of the RADIUS server can be
set. The default RADIUS server port is 1812. For authenticating with the RADIUS server the shared secret can be
set. The Network Access Server identifier sent in RADIUS requests is optional. The UDP and TCP protocol is
supported for RADIUS.
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Chapter 6. Data centre structure

6.1. Overview

A very important EnerTree feature is provided by the Data centre structure view functionality, which provides a
way to access the energy data organised around the customer Data centre and itOs structure.

Important values are displayed within the Data centre organisational units e.g a row or rack, and thresholds can
be set within them. Each organisational unit has itOs own dashboard. EnerTree thus provides a very powerful
customer orientated status tuned to their individual requirements.

D Dashboard oo 11

Figure 17. Data centre overview

The Data centre overview provides a logical power overview of the structure in a Data centre. Important energy
values are displayed, and their status are made visible within the individual logical groups.

Complete or sections of racks can be switched by a EnerTree user with the necessary access rights. The user can
within this hierarchical view scroll down from the top level view into the required level, e.g. rack with itOs installed
rack devices.

The initial setup does not include any Data centre structure items such as rows, etc. These will
need to be created after installation in EnerTree.

6.2. Hierarchy explanation

The Data centre hierarchy is reflected by the elements that are available from EnerTree. There are a couple of
hierarchical options available to make a virtual representation of the Data centre which will be explained in this
chapter. In the picture below is an example of a Data centre hierarchical structure fully set up.
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Enertree 5522
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@ Overview
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Amsterdam-A1 ?
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DB2
Views
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L\ Alarms
T Audit Log
Reports

Figure 18. Menu DC Tree

Each structure element in the hierarchy has itOs own dashboard with measurements on the level of that structure
element.

6.2.1. Data centre

A DC item is a entry to describe a Data centre location. The top level is a room.

6.2.2. Row

¥ Display the selected row by clicking on the relevant row icon on the right side of the view.

¥ A Row is a logical item emulating a row of racks in a room, and will normally contain a number of racks.
¥ Select the row by clicking it. This will open the dashboard for that row.

¥ By expanding the row, the racks in the row will be displayed.

6.2.3. Rack

¥ Display the selected rack by clicking on the relevant rack icon on the right side of the view.

¥ A rack is a logical item emulating a rack in a row within a room, and will normally contain a number of PDUs
assigned to the rack.

¥ Select the rack by clicking it. This will open the dashboard for that rack.
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6.3. Data centre structure setup

In EnerTree, a Data centre structure can be set up. Rows can be added and racks can be added. This gives users
the choice to virtually create the Data centre structure and couple devices. Devices can be coupled to racks. In the
device settings, the power feed can be assigned to a device.

This results in measurements on room, row and rack level each having their own dashboard. Additionally on rack
level there is a device list that contains the devices present in the rack with the ability to assign and unassign
devices. When a device is in a rack, the power feed which it is connected to is also displayed on rack level.

To configure the Data centre structure, the menu specially available for this task should be opened. It can be
found on the lower left side of the web interface, in the settings section.

Settings
% Configure DC Structure
0'3 Rules

(3 Settings

admin
AD Enertree

Figure 19. Menu settings

Click on "Configure DC structure". On a fresh installation of EnerTree, the structure will be empty and can be set
up as desired.

D Structure Data Center
¥ Amsterdam-A1 2
¥ RowAA 8 ©
v Rack AA-01 8 ©
¥ Rack AA-02 e ®
+ Add New rack

¥ RowAB ® @

¥ Rack AB-03 ® 8

\dd New rack

+ Add New row

Figure 20. Configure DC Structure
Add a structure element

To add a Data centre structure element, click in the proper place on (example given) 'add new row'. Type in the
name and click on add to add the element to the structure.

Modify a structure element

To modify the name of an element, click on the gear icon next to the element. The structure element name now
can be changed. Should the modify action require cancellation, click on the cross icon that has become available.

Remove a structure element
It is also possible to remove structure elements by clicking the bin icon. After clicking on the bin once, the icon

becomes red. A confirmation is required for removal. Click on the red bin icon to definitively remove the structure
element.
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Figure 21. EnerTree
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Chapter 7. Operation
7.1. Managing connected PDUs

This section assumes that connections containing operational PDUs are added to the EnerTree system and that a
Data centre structure has been created.

7.1.1. Configure PDUs for use in EnerTree

When PDUs are added to EnerTree for the first time, the settings are all at default. For the search functionality and
identification within EnerTree, it works well to do a general and behaviour setup, and optionally do an input,
outlet and sensor setup. Go to the device list, click on the PDU that needs configuration. Click on the configuration

tab.

Setup Individual Outlets

General Setup

# Name Parameter
1 Qutlet # 1 Name Daisy-Chain PDU #1
2 outlet#2 Bars info
Feed B
3 Outlet#3
Location My Location
4 Qutlet # 4
Device ID for SNMP, Modbus 2
5 Qutlet# 5
6  Outlet#g
Identification
7 Quitlet# 7
Name Value
8 Qutlet#8 Length (mm) 24
9 Outlet#9 Part number
IP Address sim
10 Qutlet # 10
Software date 211124
n Qutlet # 11 Device serial number
Hardware version 5
12 Qutlet # 12
Firmware version
Serial number 13951378
Input Measurements Form factor v
Data model 5
# Phase Name
Sales order nr. 2024-54505-1
1 uoou .
Voltage rating 230/400V
2 T Product ID 058032VIB31
Hardware address D0:22:12:B1:6E:44
3 (3 L3

Figure 22. PDU Settings
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Environment Sensors

# Name

1 Combined front Temperature
2 Combined front Humidity
3 Temp back Temperature
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1. Perform a general setup, the naming, location and extra info makes sure the PDU is easily recognized within
EnerTree. Set up which power feed the PDU is connected to (None, A, B, C or D).

2. Check if the behaviour settings are set up as desired.
3. (Optionally) name the outlets and set up the powercycle and individual outlet delay.
4. (Optionally) name the input phases.

5. (Optionally) name the environment sensors if they are connected to the PDU.

Now the PDU is fully set up and configured to be used in EnerTree.

7.1.2. Optionally create device specific rules

Should EnerTree be used in a way where a PDU requires device specific rules (they can also be set system wide), a
user can set this before or after adding a device to the Data centre structure. Click on the left side of the web
interface on 'Rules'. Now the rules overview opens, showing all the active rules.

. Click on 'Create new rule'.

. Click on 'PDUs'".

. Click on 'One device'.

. Select the device from the list.

. Select the type and value of the rule.

. If desired, further restrict the rule.

. Enter a name for the rule.

0 N o o~ WDN P

. Click 'Create rule and set thresholds'.

In the Rules menu, this rule can always be modified or deleted. There is also a report available for each specific
rule.

7.1.3. Place PDUs in the Data centre structure

In this step, PDUs known in the system are added to an existing Data centre structure. If a PDU is known in the
system but not part of the Data centre structure, it will show in the device list as an unassigned device.

If the user navigates to the device list, there are three filter choices: 'All devices', 'Unassigned’ and 'Assigned'. If a
device is assigned to the Data centre structure, it will move from unassigned to assigned. If the user wants to have
an overview of all unassigned devices, the unassigned filter in the device list can be applied.

D Device List All devices | Unassigned () Assigned Search devices. Don't fiter Sort by Alarm

Gateway PDU 120689 Gateway el

Figure 23. Unassigned devices

If an unassigned PDU is situated in for example rack 4, row 3 in a room, the user can navigate in the left menu of
the EnerTree web interface to the virtual representation of that rack if the Data centre structure is set up correct. If
the user clicks on that rack, and the dashboard page for that rack will appear. There will be a section called
'‘Devices in this rack'. If the 'Assign device to rack’ is clicked, a device list appears and the user can select the PDU
that is in this particular rack by clicking on 'Assign'.

Should a PDU be replaced or removed, or if the user assign an incorrect PDU to a rack; a device
can also be unassigned in the rack view to correct this.
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7.2. Measurement monitoring

There are different views for measurements in EnerTree. There are multiple measurements or inputs, branches,
outlets, totals and sensors per device in overview but also detailed measurement views of this data. Combined

measurements of PDUs in Data centre structure elements can also be viewed. This chapter goes into detail on
how to view these measurements and where to find them.

7.2.1. Per device

To view the measurements per device, first navigate to the device list menu. The device list itself shows the total
load on the PDU compared to the maximum load it is rated to handle.

Now an individual PDU can be selected. If the user clicks on a PDU, the device view will load. By default, the
information page of that PDU will be shown, which also contains the PDU measurements.

Output Measurements
1 Outlet#1 BR1 L 23019 080 A 1832w 199.8 va -16.6 VAR 0g1 16223 kwh . .
2 Outlet#2 BR1 L 23032 045 4 1045w 1108 va -63 VAR 094 139.85 kwh .
3 Outiet#3 B2 il 23020V 065 1494w 1592 va 95 vaR 0334 165,87 .
4 Outiet#4 BR2 il 23021V 053 1213w 1202 va RER 0935 151,69 kum ¢ .
5 Outlet#5 BR3 L2 2307 060 A 1393w 1505 va -11.3 var 0919 15842 kwh . .
& Outlet#6 BR3 L2 000 0.00 A 00w 0.0 va 0.0 VAR 0 0.00 kwh =, .
T Outlet#7 BR4 L2 23028 071 A 163.5W 1745 va -11.0vAR 0933 152.44 kwh .
§ Outet#8 BR4 1z 23026 0724 166.1 W 1795 va 134 VR 0219 126,04 ki .
9 Outet#s BRS 13 000V 0004 00w 0.0 v 00 VR 0 000 kwn .
10 Outlet# 10 BRS 13 000 0004 00w 00 v 00 van 0 000 kwn ¢ .
11 Outlet#11 BRE 13 000 0004 00w 00 v 00 van 0 000 kwn ¢ .
12 Outlet#12 ERE L3 0.00 000 A 00w 0.0 va 0.0 VAR 0 0,00 kwn ¢ .
Branches
1 125 2878 0.84 302.05 kWh 164 Inactive
2 118 A 23021 2707 2883 VA =177 VAR 0.935 317.56 kWh 164 nactive
3 0.60 23031 1393 15 =113 o 5.42 16 nactive
4 1434 23026 v 3296 3540a 2448 0818 276.46 i 164 nactive
5 0.00 23 00 LLY 0 0 0.00 16 nactive
5 000 A 23025 00w 00va 0.0 VAR 0 0.00 ianm 164 nactive
Input Measurements
Farameter
Voltage 23021 23026 23025
Peak Voltage 231.10 23110 231.10
Current 4462 2434 2042 0002
Peak current 593 A 0.80 A 072 a 0.00 A
Active power 1027.30 W 55842 W 468.86 W 0.00
Apparent power 110350 va 59893 va 50456 VA 000 va
Reactive power -76.20 VAR -40.51 VAR -35.69 VAR 0.00 VAR
Power factor 094 002 0.00
Energy total 105640 kKwhn 619.61 KW 436.88 kwn 0.00 kKwn
Line frequency 50.00 Hz 50.00 Hz 5000 Hz

Figure 24. PDU Measurements
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The top table on the information tab contains the outlet measurements.

¥ For each outlet, it is displayed to which branch and which input it belongs.

¥Per outlet that is displayed in the table, there is a name, apparent energy, peak current, energy total,
apparent power, reactive power, power factor, crest factor, voltage, active power, current, outlet type and
state value available.

¥The outlet type is displayed as a symbol.

¥The outlet state can be on or off, and if switchable, switched to the opposite state by clicking on the button.

Below the outlet measurement table is the branch measurement tab with similar measurements available if the
PDU supports this. The outlet and branch measurements are displayed in real time. There is also the input
measurements table. This table contais multiple parameters such as voltage, peak voltage, current, peak current,
active power, apparent power, reactive power, power factor, energy total, line frequency, neutral current and
residual current. There parameters are available as total, and for the available input phases. The input
measurements are displayed real time.

Only PDUs that are configured with measuring capabilities will show the measurements
according to itOs configuration.

7.2.2. Detailed measurements per device

For all individual PDU measurements, there is a detailed measurement feature available with measurement data
over time.

Active power

Figure 25. Detailed measurements

The detailed view for PDU measurements can be opened by clicking on a specific measurement in the input or
outlet measurement tables.

For each detail view, the minimum and maximum values can optionally be set to on or off. This means the
minimum and maximum value on that timespan can be viewed also. The graph interval can be set to real time,
last four hours, last three days, last week, last month and last year.

Feb 18, 2025, 4:19:00 pm

[l Lowest Power factor: 0,902
W Average Power factor: 0,922
[l Peak Power factor: 0,939

Figure 26. Pop-up with details

When hovering over the graph, a detail pop-up will be available with details and the exact measurement values
for the point in time.
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7.2.3. Data centre structure measurement view

This chapter described how measurements for different Data centre structure elements can be viewed. There are
measurement views available per room, per row and per rack (only if they are created in the Data centre
structure). The measurements per Data centre structure element are available in the current & power section of
the chosen Data centre structure element.

D Dashboard Den Bosch-B1 Tt Deies 4

Figure 27. Room dashboard

There are graphs for current, active power, residual current, apparent power, neutral current and reactive power
available. The time frame can be selected for these graphs, there are options for 1, 7, 14 and 30 days. Also the
source of the measurement data over time can be selected, which is ‘all', or per individual phase.

D Dashboard Rack DB2-01

Devices in this rack + Asign device o rack

Neutra current 1ay Residual current Tday

Figure 28. Rack dashboard
The rack view is a bit different in comparison to the view of a room or row. Next to the current & power

measurement section described in this chapter, the rack page also contains a section of all devices in the rack. For
these devices assigned to the rack, the total current and the current per phase is available as measurement.
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7.2.4. Feed perspective

For the electricity network it is important the phases are in balance, but for the datacenter the load on e.g. an A-

and B-feed could be equally important. Users would want to know what happens if a feed fails or see when one
feed needs to go down for maintenance. EnerTree provides a feed perspective view on Data centre, room, row
and rack level so users can quickly see if all feeds are arranged as expected.

How to couple devices to a feed:
1. To achieve the coupling of PDUs to a feed succesfully, the Data centre structure should be setup first. This can

be done in the 'Configure DC Structure' menu.

2. When the Data centre structure is complete, the PDUs that are present in the device list can now be coupled
to the racks that are defined in the Data centre structure. This can be done by clicking on a rack and then
select 'Assign device to rack'.

3. Click on the PDU that was added to the rack and click on the 'configuration' tab.
4. Select the feed this PDU is coupled to (A, B, C or D).

Current & Power .- 30days 1ddays 7days 1day

Current 1day ActiVe g

L 13 u 13
19.16 A 1965A 1645 A 4413w 4526 W 3789 W

Figure 29. Feed selection

To select the feed perspective, navigate to a Data centre, room, row or rack within the Data centre structure and
select the feed perspective instead of the phase pserspective.

Current & Power 71‘1 30 days 14days = 7days 1day Feeds < Al A B C  Unknown

Current 14 days Active power 14 days

75.76 A 57.18A 585A 17387 W 13166 W 1347 W

Neutral current 14 days Residual current 14 days

Figure 30. Feed overview

Now the view of the feed perspective for the selected Data centre structure element can be seen. Note that it can
take some time for the graphs to show information after the feed perspective has been set up.
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7.3. Powering on/off outlets

The EnerTree is able to switch outlets on devices that support outlet switching. The typical way to switch the
outlet of an device is to go to the 'Device list' and to click on the device of which the outlets needs to be switched.

When a PDU is clicked, the website goes to the web page for individual PDU data and lands on the ‘Information'
page. The information page contains the input and output measurements.

ouput Messrements
Dowestwu s o 453 s 06 o e ]
Comrs  wmu ooy asen s s o on s - (@
Sowess  w v moar o 1653 e v w e o
Commrs  w  © wor o0 w oo " o e ]
sommss ws  w . w8
Womsn  ws u s o 1552 tes2n . s e )
Woowasn  wme o oy oms to43 a1 w3 s e )]
wowes  wme o wor oo oo o e ]
Branches
.
P e o s oso a0 e
s o 23 - s oss 530 T —.
o e o 1043 i a3 0 e e

Figure 31. Outlet measurements section

If outlet switching is supported on the PDU, the user will see a state button for each outlet in the output
measurements section. These icons are clickable. If the icon is green, the outlet is currently powered. If the icon is
grey, the outlet is not powered.

Figure 32. Outlet state icon

When the state icon is clicked, the outlet switch menu appears. If so desired, the outlet can be switched to on or
off depending on the current state of the outlet.

Switch outlet

Change outlet power state?
Please use with care.

° Power On

Power Off

Figure 33. Switch outlet menu

When the outlet is powered on or off, the icon should change and the outlet will switch accordingly. If the PDU is
measured, the measurements should appear of disappear depending on the switch choice.
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7.4. PDU firmware updates

With each version of EnerTree, firmware updates for PDU modules are included. EnerTree is able to update the
firmware of the PDUs automatically in the background. It is not possible for a user to manually trigger a firmware
update, this is done by EnerTree. Updating the PDU firmware is done through updating the EnerTree, which can
be done by the user in the EnerTree Settings.

During the firmware update of a PDU, the LED ring becomes blue. When a firmware update is done, the LED ring of
the PDU will become green again.

In case EnerTree finds PDUs with an older version that it has internally available, first the Controller module PDU

is updated. After the update has succeeded, EnerTree is done updating. The Controller module PDU will take
further responsibility of updating all PDUs that are daisy-chained via the Databus.

7.5. PUE

The Power Usage Effectiveness measures how efficiently electricity is used. It is calculated by dividing the total
facility energy by the IT equipment energy.

A PUE of:

¥ 1.0 would be theoretically a perfect value.
¥1.2D1.6 is considered efficient.
¥ 2.0 means that as much power is used for overhead as for IT equipment, which would be inefficient.
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Figure 34. PUE

PUE is calculated over a defined period, such as monthly or annually, using energy values in kWh rather than a
single instantaneous power reading. PUE warnings and alerts appear also in the combined insights panel on the
DC Dashboard, allowing operations teams to view all notifications in one place.

Additionally the REST API of EnerTree provides the functionality to GET, POST and DELETE a PUE Datacentel
record. This means that a total kWh figure for PUE can be set from an external source.

7.5.1. PUE tiles

Three KPI tiles are displayed side by side, each showing a large value, a delta indicator, and a sparkline:

¥ PUE yesterday - the most recent confirmed value, including the change compared with the previous day.

¥ PUE this month (MTD) - the average up to the current day, including the change compared with the previous
month.

¥PUE rolling 30 days - a smoothed trend including a year-over-year delta for management reporting.

PUE trend

A large line chart on the left shows the daily PUE, with a selectable period of 7 days, 30 days, 90 days, or 12
months. Two reference lines provide context: the design target, shown as a dashed teal line, and the annual
average, shown as a dashed grey line. For monthly or yearly views, the chart switches to monthly averages with a
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narrow band showing the minimum and maximum values within each month.

Day-of-week pattern

A mapping shows the day of the week on the vertical axis and the week number on the horizontal axis for the past
12 weeks. The colour intensity represents the PUE value. It reveals patterns within the week that may not be
visible in a daily trend line, such as consistently poorer PUE values during weekends due to lower IT load.

Near-real-time IT load

A line chart shows the IT load in kW and is updated every 10 minutes. It contains two series: yesterdayOs values as
a dashed grey reference line and todayOs values up to the current time. This allows the user to immediately see
whether todayOs load is below, in line with, or above yesterdayOs profile.

Consumption

Three statistic tiles show measured values only:

¥"IT consumption so far" for today.

¥"IT total yesterday".

¥"IT total day before".
A deliberate design choice was made not to show a projected daily total. EnerTree only displays data that is
already known. Forecasts based on trends are kept outside the dashboard to prevent confusion. It is therefore

called "IT load", rather than "live PUE". It highlights one of EnerTreeOs strengths, namely PDU-level granularity,
without suggesting that the PUE value itself is calculated in real time.

Energy breakdown per day

A stacked bar chart shows the daily energy consumption over a period of 30 days. IT consumption is shown in
blue, while non-IT consumption, calculated as the total facility consumption minus the IT consumption, is shown

in amber. If the blue section remains stable while the amber section increases, the user can see that potential
efficiency improvements should be made on the non-IT side, such as cooling or UPS losses. The Y-axis is in
"kWh/day".

Monthly average PUE - YoY

A grouped bar chart compares the average monthly PUE for the current year with the previous year.

7.5.2. PUE on the DC Dashboard

The existing DC Dashboard page includes two PUE sections at the top: "PUE yesterday" with a seven-day
sparkline, and "Energy breakdown per day" covering a period of 14 days.
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Figure 35. PUE DC Dashboard

The PUE sections at the top act as entry points to the full PUE Dashboard page. If no PUE data is available, these
two sections are replaced with a single section containing an "Energy per day" bar chart covering a period of 30
days.
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Chapter 8. Device view

EnerTree can collect data from multiple energy and sensoric measuring devices and stores this data long-term.
This allows visualization of the data in both tabular form and visualized as charts. PDUs all have ports,
measurements and settings which are intelligently monitored and can in some cases be controlled. All devices
that are connected to EnerTree can be found in the device list.

Devices will be automatically detected when connected to the Databus of the Controller module which is running
EnerTree Lite.

As devices are found, they will appear in the device list, this can take a short time depending on device connection
speed. The contents are then continuously monitored and updated in the available interfaces by EnerTree. It
should not be required to refresh the view from the browser to receive new data, this should update
automatically.

5874

Figure 36. Device list

Devices with an alarm status are shown at the top of the list, and are colored so they can easily be recognized.
Depending on the device type the maximum value is displayed with both a slider and a value. The value unit will
depend on the device type.

¥The total current per PDU will be displayed.

¥The device type, the number of outlets and the feed to which the PDU connects to is displayed.
The search field at the top left of the view provides the means to search for device, port or chain names. When an
entry is selected, the relevant page and entry will be displayed. There is also a filter box in which the user can filter

between all devices, unassigned devices and assigned devices. An unassigned device is not yet added to the Data
centre structure. A sorting function can be used to sort devices on alarm, name, type or daisy chain.
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8.1. Databus status indication

When Daisychain module PDUs are connected to a Controller module PDU, the device list will show a visualisation
of the Databus ring connection.

Main PDU (127350) 127350
Rack

Daisy-Chain PDU #2 (618) 128618
Rack PDU

DU
Daisy-Chain PDU #1 (619) 128619
Rack PDU

Figure 37. Databus visualisation

For instance if a connection is broken or disconnected and the Databus ring becomes open, EnerTree is able to
determine the exact break location. The break location will be visible in the device list. When a break location

appears the cause may originate in one of the devices on either end of the break location, loose / defect
connectors or a wiring defect in the cable.

PDU

Main PDU (127350) 127350
Rack

I
Daisy-Chain PDU #2 (618) 128618
Rack PDU
[a

Daisy-Chain PDU #1 (619) 128619
Rack PDU

Figure 38. Open Databus ring
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8.2. Detall view

To look at a device in detail, the detail view of the device can be selected by clicking on it - the detail view for this
device will then be opened. This view provides monitoring for a specific device in the OinformationO tab. The
device settings can also be managed, if user authorisation permits it, by selecting the OconfigurationO tab at the
top right of the view. Any configuration changes made, will be exported back to the device (if supported, such as
in PDU 5.0), so that the device status always reflects the status of the values within the device itself.

Output Measurements

1 Outiet=1 BRI u 23019 0.80 1832w 1998 va -166 VAR 091 16223 kwn ¢ .

2 Outiets2 BRI u 23032 045 2 1045w 1108 va 63 AR 094 13985 kh .

3 Outlet#3 BR2 1 23020V 065 4 1494w 1592 VA 9.8 VAR 0934 16587 kh .

4 Outlet#d BR2 1 23021V 0534 1213w 1202 v 19 VAR 0935 151,69 kwn .

5 Outlet#5 BRS 2 23047 0.60 1393w 1505 va 113 var 0919 15842 kwn .

6 Outiet#6 BRS 2 000 0,00 00w 0.0 va 0.0 VAR 0 000k .

7 Outiet=7 BRe 2 23028 071 A 163.5w 1745 va 1.0 VAR 0933 15244 jwn .

& Outlet#8 BR4 12 23026 0724 166.1 W 1795 va 134 var 0319 126,04 kh .

9 Outiet#9 BRS 13 000 000 4 00w 00 va 0.0vaR 0 0.00 1 .

10 Outlet# 10 BRS 13 000 v 000 00w 0.0 va 0.0 var 0 000k .

11 Outlet# 11 BRE 13 000 v 000 00w 0.0 va 0.0 var 0 000k .

12 Outlet# 12 BRE 13 000 0.00 0.0w 0.0 va 0.0 vaR 0 000 kum .
Branches
1 1254 23032 285758 3106 v 084 302.05 kwh 164 nactive
2 18 4 23021 2707 2883 VA 0335 317.56 awh 164 inactive
3 0.60 23031 393 15 0 158.42 ke 164 nactive
4 1434 23026 3296 3540 244w 0.919 278.46 iawh 164 nactive
5 000 A 23022 00 00w 00 AR [ .00 kivh 164 nactive
] 0.00 A 23025 00 00vA 00 vAR 0 0.00 kwn 164 nactive

Input Measurements

Parameter

voltage 23021 23026 23025
Peak Voltage 23110 23110 23110
Current 446 4 2434 204 4 0004
Peak current 593 A 0.80 0724 0004
Active power 102730 W 55642 46886 W 000
Apparent power 110350 va 598.93 VA 50456 vA 0.00 va
Reactive power 7620 VAR -40.51 VAR 35,69 R 0,00 vaR
Power factor 084 092 000
Eneroy total 1056.40 Kwn 61961 kwn 436,88 Kwn 0,00 kv
Line frequency 50.00 He 5000 ke 5000

Figure 39. Detail view

The data that is available in this view will adapt to the device which is being displayed. In most cases, the data will
be extracted dynamically from the device, and the displayed will arrive real time depending on the speed of the
device. This data will automatically be collected within EnerTree memory in 5 second blocks with a maximum,
minimum and average calculated for each entry. These blocks are eventually stored on the internal database,
which forms the basis of charts that can be viewed by clicking on a relevant measurement value. Historical data
will later be changed into hourly and daily blocks, to provide real long term information.

| The data is written out from memory to storage at 5 minute intervals, so charting data for a
. device becomes available after several minutes.
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8.3. Input/outlet/branch/total power measurements

The Olnput MeasurementsO table will only be displayed for PDUs that provide measurement per input. The values
displayed will depend on the PDU type, and are extracted dynamically during runtime - any changes are marked
by flashes. If thresholds have been set then an icon can be seen next to the relevant value. When the threshold is
exceeded, an alarm will be raised the entry color will be changed and then is then also visible on the Overview

page.

Input Measurements

Parameter ota L1 L2 L3
Voltage 22096\ 221.02\ 221.04 v 22083 v
Min voltage 218.68 v 21832 218.37 \
Max voltage 23447 234.33 v 23414
Current 3104 3.10 A 0.00 & 0.00 A
Peak current 318 A 3.14 4 3.18 A 0.00 A
Crest factor 1.68 1.40 1.40
Total harmonic distortion 29.00 % 0.00 % 0.00 %
Active power 647.317 W 647.31 W 0.00 w 0.00 w
Apparent power H585.61 VA 0.00 va 0.00 va
Reactive power -225.94 VAR 0.00 VAR 0.00 VAR
Power factor 0.94 1.00 1.00
Energy total 0.19 KWh 0.08 K\Wh 0.06 K'Wh 0.05 KWh
I'E?er?{’sibtft_a_l. C 0.19 KWh 0.08 KWh 0.06 KWh 0.05 KWh
Line frequency 50.00 Hz 50.00 Hz 50.00 Hz 50.01 Hz
Meutral current 3.14 4

Figure 40. Input measurements

The input table is only available for PDUs with measured inputs. Click on individual measurements to open the
detail view.

There are multiple measurement parameters available: voltage, peak voltage, current, peak
| current, active power, apparent power, reactive power, power factor, energy total, line
frequency, neutral current, residual current.

Outlet measurements are only available for PDUs with measurable outlets. Depending on the PDU, various field
values such as the outlet name can be changed. It may take a few seconds before the PDU reacts and responds to
the new configuration. Click on individual measurement values to open the detail view for that measurement.
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Output Measurements
# Name Branch Phase Voltage Current Active power Apparent power Reactive power Power factol Outlet:
2 Outlet#2 BR1 u 23042 0734 1682w 183.7vA -15.5 VAR 0.908 17.69 kwh .
4 Outlet#4 BR2 u 23050 0564 1283w 137.5vA 9.2 VAR 0.928 17.68 kwh .
6 Outlet#6 BR3 [¥3 0.00 0004 00w 0.0va 0.0 VAR 0 0.00 kWh . .
8 Outlet#8 BR4 [¥3 23043 0464 1050w NM4TvA -9.7 VAR 0.908 17.69 kwh - .
10 Outlet#10 BRS L3 23039 0674 1552w 165.2vA -10.0 VAR 0935 17.69 kwh .
12 Outlet#12 BR6 L3 0.00 0004 00w 0.0vA 0.0 VAR 0 0.00 kwh .
Branches
% ent five f o Pon Trip state
1 1384 230.42 3180w 344.10A 0.908 35.35 kWh 164 Inactive
2 1340 230.50 3099 w 331.0vA -21.1 VAR 0928 35.34 kwh 164 Inactive
3 072A 230.47 165.8 W 1774w -11.6 VAR o 17.67 kwh 164 Inactive
4 097 23043 v 2226W 242.0vA -19.4 VAR 0.908 35.34 kWh 164 Inactive

Figure 41. Outlet measurements

Per outlet that is displayed in the table, there is a name, apparent energy, peak current, energy
total, apparent power, reactive power, power factor, crest factor, voltage, active power,
current, outlet type and state value available.

The functionality to switch an outlet will only be displayed for PDUs that provide outlet switching. The displayed
outlet statuses are extracted dynamically during runtime from the PDU. Authorised users can toggle the switch
status of a outlet by first clicking the outlet to OunlockO the switching functionality and then toggling the power
state in the pop-up window. It may take several seconds for the PDU to react to the toggle command.

The total measurements for a PDU can be found in the input measurements table. The totals are the calculated

values (in the PDU) for all phases, which include: current, peak current, active power, apparent power, reactive
power, energy total, neutral current.
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8.4. Power quality

Voltage transients are events with a very short duration, starting at one microsecond. Swells are peaks (above
110% of nominal) with a longer duration, generally from 1ms to 500ms. Our PDU is able to measure these from
about 10ms (half cycle) scale. The PDU is also about to detect current peaks.

Crest factor, total harmonic distortion, and the power factor all describe non-linear current, but from a different
perspective. The crest factor is the ratio between the peak value and the RMS value of an alternating current or
voltage. This is ured for determining cable loading, UPS sizing and neutral conductor current. The total harmonic
distortion measures in the frequency domain, the share of harmonics in power which is relevant for determining
signal quality and filter sizing. The power factor measures the ratio of active to apparent power which is relevant
for energy costs, determining cabling losses and reactive current.

The PDU could be equipped with per-phase crest factor measurement using static rotation at 50 Hz. A combined
measurement would conceal a phase-specific cause, a static rotation measurement can also distinct between a
homogeneous problems or a severe imbalance. The neutral current can be estimated from per-phase CF data;
with a combined measurement this information is lost. In a data centre the three phases are almost never equally
loaded. The problems that crest factor monitoring in a data centre aims to detect are structural in nature and
develop over seconds to minutes; a 60 ms latency as a result of static rotation per-phase measurements is
therefore more than adequate.

The power quality measurements are not a substitute for specialised power quality analysis. In
case of persistent deviations or serious power quality problems, a certified power quality
analyser should be used for definitive diagnosis.

Input measurements

Total harmonic distortion, crest factor, peak current, min voltage, max voltage, energy subtotal

Input Measurements

Parameter ota L L2

Voltage 22096 221.02 221.04 220.83
Min voltage 215.68 218.32 21837
Max voltage 23447 23433 23414
Current 3104 3104 0.00 A 0.00 A
Peak current 3.18 A 3.14 A 3.18 A 0.00 A
Crest factor 1.68 1.40 1.40
Total harmenic distortion 29.00 % 0.00 % 0.00 %
Active power 647.31 W 04731 W 0.00 w 0.00 v
Apparent power 685.61 va 0.00 va 0.00 va
Reactive power -225.94 VAR 0.00 VAR 0.00 VAR
Power factor 0.94 1.00 1.00
Energy total 0.19 KWh 0.08 KWh 0.06 KWh 0.05 KWh
Ene{gywbmtal & 0.19 Kwh 0.08 Kwh 0.06 Kwh 0.05 Kwh
Line frequency 50,00 Hz 50.00 Hz 50.00 Hz 50,01 Hz
Neutral current EAE

Figure 42. Input power quality

¥ Row for the energy subtotal, shows date/time of last reset when hovering over.

¥ Row for crest factor.
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Rows for peak values for peak current and min/max voltage: showing timestamp of peak and when
when hovering over.

last reset

Peak Voltage (5 2342 v 2340 v

Peak at: 14 Apr 2026, 03:17
Current 1 Reset on: 12 Apr 2026, 10:43

Figure 43. Power quality details

Peaks and energy subtotal have reset option (refresh icon) - a reset of these values is only possible when logged in
as administrator.

Peak current ‘

124 A 11.9 A

Are you sure you want to reset Peak current for all phases?

Figure 44. Reset values

Branch measurements

Total harmonic distortion, crest factor only

Branches
# Name Current Voltage Active powe! Apparent power Reactive power Power factor Energy total Total harmonic distortion Crest factor Line frequency Max. amps Trip state
1 BR1 3.094 220.64 v 646.0 W 683.8 v -224.2 VAR 0.94 0.04 kWh 29 % 1.68 50.00 Hz 16 A Inactive
2 BR2 0.00 A 220.38 v 0.0w 0.0 va 0.0 VAR 1.00 0.03 kWh 0% 14 50.00 Hz 16 A Inactive
Figure 45. Branch power quality
OUtpUt measurements
Total harmonic distortion, crest factor only
Qutput Measurements
# Name Branch Phase Voltage  Current Active power Apparent power  Reacti ive power Powe tor Energy total Total harmonic distortion Crest factor Outlet:
1 Outlet#1 BRI L 22035 017 4 281w 382 25.9 va 073 0.00 ki 16% 16w o [JENI)
2 Outlet#2 BR1 L1 22017 v 2.98 A 616.6 W 658.3 va -230.5 VAR 0.93 0.01 kWh 29 % 168 OFF -
Figure 46. Output power quality
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8.5. Sensor measurements

Sensors connected to the PDU will be listed in the OEnvironment SensorsO table. EnerTree will attempt to identify
the attached sensor type, but this is not always possible. The values displayed will depend on the sensor type, and
are extracted dynamically during runtime - any changes are marked by flashes.

Environment Sensors

# MName ype Value

1 Combined front Temperature 25.21 °C
2 Combined front Humidity 39.87 %
3 Temp back Temperature 24.97 °C

Figure 47. Environment sensors

If thresholds have been set then an icon can be seen next to the relevant value. When the threshold is exceeded,
an alarm will be raised the entry color will be changed and then is then also visible on the Overview page.
Depending on the PDU, various field values can be changed. It can take several seconds before the PDU reacts and
responds to the new configuration.

Should a sensor be disconnected from a PDU, it needs to be manually removed from the Configuration menu. The
remove sensor option will only be available when a known sensor in a PDU is disconnected.

| This table is only available when sensors are active on the device.

8.6. Detailed measurement charts

As briefly described in the Operation chapter, a measurement value of a PDU can be clicked which leads to a
detail view pop-up. All device data points are collected and processed for the charts. The relevant data point
needs to be selected, and its chart will be opened. All charts can be zoomed by using the mouse. The measuring

interval can be selected at the top of the chart in the resolution of last four hours, last three days, last week, last
month or last year.

8.7. PDU identification

Information provided by the PDU. These values cannot be modified as these are read only values.

40



O

8.8. PDU configuration

This table shows the static data for inputs, branches, outlets and sensors provided by the device. Some of these
parameters can be changed in Configuration mode. Changing these parameters makes them easily recognizable
when an alert is triggered or a rule is made in EnerTree. For inputs, branches, outlets and sensors, their name can
be set. For outlets, there are also fields for setting the individual outlet delay and the power cycle delay. These

outlet specific delays will be used by EnerTree if an power cycle is triggered or when the outlet delay is used

depending on the setting of the power-up mode of the PDU on a power failure.

Setup Individual Outlets

# Name

1 Outlet#1

2 Outlet#2

3 Outlet#3

4 Outlet#4

5  Outlet#5

6 Outlet#6

7 Outlet#7

8 Outlet#8

9 Outlet#9

10 Outlet#10

11 Outlet#11

12 Outlet#12

Input Measurements

1 uou

2 [ERNE]

General Setup

Device ID for SNMP, Modbus

Identification

Name
Length (mm)

Part number

IP Address

Software date
Device serial number

Hardware

Firmware version
Serial number
Form factor

Data model
Sales order nr.
Voltage rating
Product ID

Hardware address

Daisy-Chain PDU #1

My Location

24

sim

211124

5

13951378
v

5
2024-54505-1
230400V
058032vIB31

DO0:22:12:B1:6E:44

3 313

Environment Sensors.
Name
1 Combined front Temperature

2 Combined front Humidity

Figure 48. Device configuration

The device configuration is split into three sections; behaviour, diagnostics and the general setup. In the general
setup, the OnameO, Oextra InfoO, OlocationO and power feed information fields can be set. If the device supports
these functions, then EnerTree will export the changed data, otherwise it is only stored locally. The behaviour
settings for each individual PDU are also stored in the PDU. The fixed outlet delay contains the value for delay
time between two switch actions in milliseconds If a PDU is equipped with switchable outlets, the option to set

the power up/down behaviour of outlets on power loss can be configured. The following options are available:

¥ Off, no switching on power up; At a power loss all outlets are switched off. At power up, all outlets are kept in
the off state. This results in the PDU booting up while any power draw on connected devices is prevented.

¥ Same state as on power down, use fixed outlet delay; At power loss all outlets are switched off. At power up,
all the outlets are set one by one to their last known state by respecting the fixed outlet delay.

¥ Same state as on power down, use individual outlet delay; At power loss, all outlets are switched off. At power
up, all the outlets are set to their last known state by respecting the individual outlet delay

¥ Always on, no switching on power down; In this mode outlets are not switched in case of a power loss, they
will be in the exact same state at power on as they were before the power loss.
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Device ID: This value is used to address the PDU via the EnerTree APIs and are automatically assigned by EnerTree,
they are not manually configurable.

¥ Power Loss: After the PDU boots up again after the power loss, it is guaranteed the Device ID stays the same
as before.
¥When a Communication module is replaced, it is guaranteed the Device ID stays the same as before.

¥When a PDU is replaced, the new PDU is a different PDU and therefore the device ID will be different. When the
PDU is detected by EnerTree it will receive a new Device ID.

MFC Scan Function OFF -
Figure 49. NFC scan functionality

The NFC scan functionality is enabled by default, but could be set to disabled for increased security. Note that the
setting is per PDU and is also the only location where this setting can be changed.

42



O

Chapter 9. Alerts & rules

9.1. Overview

EnerTree includes a very powerful concept to actively mark events from connected PDUs or Data centre structure
items, e.g. a room, row or rack via alerts, coloring, notifications and e-mail. The concept is built around creating
rules for these items or devices, these can all be created and modified within EnerTree.

¥The Rules menu in the Settings section of the main web interface can be used to create and modify rules.

¥The Open Alarms page shows PDU or Data centre structure element alarms, these are instances of thresholds
set within a rule that are or were exceeded.

Rules will generally be inserted by the admin, who enters simple commands to initiate events that get triggered
when PDU or Data centre structure measurement values change over or below thresholds set by the admin. The
events generated by these rules will then be visible on the open alarms page, logged in the audit log, and also
included in e-mails and SYSLOG entries if these have been set up. This give multiple options to receive immediate
information over data changes, not only from individual measurements on one PDU but possibly from a
combination of devices which have a logical dependency on each other. Color coding for all displayed elements
immediately shows their status, and therefore any changes are shown immediately based on the rules that are
set.

Entries at all levels within EnerTree are displayed with the most important information inserted and with a
background color that reflects their current entity, PDU or measurement status. If multiple statuses are detected
within EnerTree, then the color with the highest priority will be displayed. In the Data centre structure
dashboards, the alert will escalate up through the logical levels and be displayed at all levels above the cause and
will be mentioned in the insight section of these dashboards.

D Open Alarms Both A @ Filter alarms Select device or location..

15:03:15 Value of 230.704 V at “Outlet # 2" (2) outlet has exceeded the warning threshold of 228 V via rule “Alert test” for PDU "Daisy- Dais;

04-2025 Chain PDU #7*

ain PDU #7

15:03:15 Value of 230.655 V at “Outlet # 3" (3) outlet has exceeded the warning threshold of 228 V via rule “Alert test” for PDU "Daisy- Daisy-Chain PDU #7

04-2025 Chain PDU #7*
15:03:15 Value of 230.645 V at “Outlet # 5 (5) outlet has exceeded the waming threshold of 228 V via rule "Alert test” for PDU "Daisy-  Daisy-Chain PDU #7
30-04-2025 Chain PDU #7* Daisy-Chain PDU #7

Value of 230.618 V at “Outlet # 7" (7) outlet has exceeded the warning threshold of 228 V via rule “Alert test” for PDU "Daisy- Daisy-Chain PDU #7
Chain PDU #7* Daisy-Chain PDU #7

15:03:15 Value of 230.709 V at "Outlet # 8" (8) outlet has exceeded the warning threshold of 228 V via rule "Alert test" for PDU "Daisy- Daisy-(

04-2025 Chain PDU #7*

ain PDU #7

15:03:15 Value of 230.613 V at "Outlet # 9" (9) outlet has exceeded the warning threshold of 228 V via rule "Alert test" for PDU "Daisy- Daisy-Chain PDU #7

Chain PDU #7*

15:03:1 Value of 230.774 V at "Outlet # 4" (4) outlet has exceeded the warning threshold of 228 V via rule "Alert test” for PDU "Daisy- Daisy-Chain PDU #7 a c -

2025 Chain PDU #7*

15:03:1 Value of 230.761 V at "Outlet # 1" (1) outlet has exceeded the warning threshold of 228 V via rule "Alert test” for PDU "Daisy- Daisy-Chain PDU #7 a () -

2025 < Chain PDU #7"

12:04:1; Value of 1.555 A at "BR5" (5) branch has exceeded the warning threshold of 1.5 A via rule "6A Threshold" for PDU "Daisy- Daisy-Chain PDU #8

2025 ki Chain PDU #8"

Figure 50. Open alerts

Alerts have a time and date of occurence, a state, severity, description, origin (device), location and an
acknowledgement state. The selection box on the open alarms page can be used to display all alarms, only
warnings or alerts. There is a filter for acknowledged active alarms, acknowledged inactive alarms,
unacknowledged active alarms and unacknowledged inactive alarms.

An alert can be active or inactive which indicates if the threshold in the rule is still being

exceeded or not. A user can have the alert unacknowledged (this is the initial state of an alarm)
or acknowledged. Acknowledging an alert requires a user action which can be performed on
the open alarms page.

In general, the color coding throughout EnerTree provides a very simple way to have an immediate overview of
changes or issues. In most cases a change of status will also cause a noatification, which, depending on EnerTree
settings will export an email, or SYSLOG entry.
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Color Description

Red EnerTree has detected a value in a critical state.
Yellow EnerTree had detected a value in a warning state.
Green Device or entity ok. No rules exceeded.

9.2. Creating general rules

Rules can be created and modified via the rules page in the settings section. A rule sets an lower warning, upper
warning, lower critical or upper critical threshold for a chosen measurement type in all PDUs, a specific PDU, a
type of PDU or a Data centre structure element. When a rule is exceeded it will become a warning when the upper
or lower warning threshold is exceeded and an alert when the upper or lower critical threshold is exceeded. The

rule status is always escalated up through the levels, to provide an immediate overview of PDU specific

(measurement) issues or issues within Data centre structure elements such as a room, a row or a rack.

(8) on Totals Total"for "PDU "Daisy-Chain PDU #15' one

a0 ) on any Sensors for “any COOLING" pme

Temper o
$0°C10°C0°C20°C

Figure 51. Rules

Rules can be created to match a large number of devices, or specifically for e.g. a single outlet on a specific PDU.

Rules for a large number of devices will generally be thought of as a template, and will be
overruled by a more specific matching rule. This allows EnerTree administrators to create
basic rules for all or part of the Data centre item, and then focus on specific rules for special
cases

Further restrict Rack for this rule? Nearly done

Please enter a name for this rule Name

Create rule and set thresholds

Figure 52. Rule creation
Rules can be created for Data centre structure elements (room, rows and racks), for all PDUs, a single PDU or a

type of PDU. Ther user can select the measurement and even further restrict the rule. A rule requires a name and
the setting of the thresholds before it can be created.
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